IIpokypartypa ropoaa beioropcka
IIpoxkyparypa besoropckoro paiiona

IHAMSTKA

KAK HE CTATH )KEPTBOI MOILIEHHUYECTBA

Cetp UHTEpHET, ABISAACH KPYITHEUIIUM CPEACTBOM OOMeHa UH(popmaluen, B
TO € BpeMs IOPOXKAACT CTPEMUTEIBHBIM POCT MPECTYIUICHUW, CBA3AHHBIX C
UCIOJIb30BaHHEM MH(POPMAIIMOHHBIX TEXHOJIOTHA.

I'paxxnanam cnegyer ObITh OAMTENBbHBIMH M oOpainiaTb BHUMaHHE Ha psJl
IIPU3HAKOB, KOTOPBIE ITO3BOJIAT HE MONACTh N0 BIUSHUE MOLLIEHHUKOB.

IIpu3Haky MoOIIEHHUYECTBA €O CTOPOHBI IMOKYNAaTeJsI» NMPHU MPoaakax
B UHTepHeTe uiim 1o reieony:

- «Ilokymarenp» HE 0CO00 HWHTEpPECYeTCS TOBApOM, HE CIHpAIIUBACT O
JUTUTEIBHOCTH TOJIb30BAaHUS TPAHCIIOPTOM, Tapa)KOM M T.JI., a IPOSIBIISIET MHTEPEC
HE CTOJIBKO K TIOKYIIKE, CKOJIBKO CIEHIUT COBEPIIUTh IMOKYNKY M TEPEXOIUT
HEIMOCPEJACTBEHHO K pa3roBOPY O COoco0e OIuIaThl.

- «IlokymaTtenp» MPOCUT HA3BATh IMOJHBIC PEKBU3UTHI KapThl, BKIIHOYAS
bammuro-ums atuHUIed, cpok gehctBus u CVC-xoa. Ilpum momomu 3THX
JAHHBIX OH CaM JIETKO CMOJKET pacIUIaTUThCs Bamen kaptoi B IHTepHeTe.

- «[lokymnarenap» MPOCUT COOOIIUTH €My Pa3IUYHbIE KOJbI, KOTOPbIE MPUAYT
K BaM Ha MOOWIBHBIA TenedoH, SKOObI HEOOXOIMMBIE €My JMJii COBEpIICHHUS
iaTexa.

IIpu3HaKy MOIIEHHUYECTBA CO CTOPOHBI «IMPOAABHA» MPH MOKYNKAaX B
HNuTepHeTe um mo tejieony:

- 3agacTyl0 MOTyT OTCYTCTBOBaTh ajpec H TenedoH, Bce OOIIeHue
npenjaraeTcss BECTM Yepe3 DJJICKTPOHHYI TMOYTy WM TPOrpaMMmbl oOMeHa
COOOIICHUSIMHU.

- OTCyTCTBYET peajlbHOE€ HMsI TaK Ha3bIBAEMOrO «IIPOJaBlia», KOTOPBIN
MOJIB3YETCA «HUKOM.

- «[IpomaBen» 3aperucTpupoBaH Ha CEpPBUCE HEIABHO, OOBSABICHHUE O
MPOJIaXKE — €AUHCTBEHHOE €T0 COOOIICHHE.

- OOBsBIIEHHE O TIPOJAXKE UMYIIECTBA, Cade B apeHOY U T.J. MOXKET OBITh
OITYOJIMKOBAHO C OMIMOKaMH, COCTaBIEHO HEOPEKHO, O€3 3HAKOB MPEMUHAHUS.

- [Ipu mpenoxeHun o Mpojaxe, Kak MpaBUiIo, OTCYTCTBYET (OTO TOBapa,
160 K€ TMPHIOKEH CHUMOK u3 VMHTepHeTa (3TO MOXXHO OINPEACIUTh, HCIOIb3Ys
CEPBUCHI TOUCKA TYOJINKATOB KAPTUHOK).

- «[IpomaBen» B LENAX MPUBJICUEHUS BHUMAHHUS COOOIIAET O CJIMILIKOM
HU3KOH 1IeHE TOBapa B CPABHEHUHU C aHAJIOTAaMHU Y APYTUX MPOJABIIOB.

- «[IponaBen» TpeOyeT MOJHYIO UM YaCTUUYHYIO MPEAoIiaTy (Hanpumep, B
KaueCcTBE rapaHTUH, YTO MOKYyNaTedb MOWIET MOJIy4aTh TOBAp HA MOYTE C OIUIaTOU
HaJIOKEHHBIM TIIIATEIKOM).



«IIpomaBen» B KauecTBE yCIOBUS COOOILAET, YTO MPUHUMAET OIUIATY TOJIBKO
Ha AHOHUMHBIE PEKBHU3UTHI: AJIEKTPOHHBIE KOILIEIbKH, MOMNOJHEHWE MOOUIBHOTO
Tesie(hoHa WM Ha UMsI IPYTOro 4ejIoBeKa (pPOJCTBEHHUKA, APYTa U T. 11.).

Kak He cTaThb KepTBOil - MOLIEHHHYeCTBA Yepe3 UHTepHeT-Mara3uu:

— Crnenyer BHUMATEIbHO U3YyYUTh MH(OPMALIMIO UHTEPHET-CAliTa, OT3bIBHI,
CPaBHUTH LIEHBI 32 MHTEpeCYOImMd ToBap. OTcyTcTBUE MH(MOPMAIIUH, 3allyTaHHAS
cUCTeMa MOJyYEeHHUs TOBapa 3a4acTylo SIBJISIOTCA MPU3HAKAMU MOIIEHHUYECTBA;

— IlonmyuynTh MakcMMyM CBEIEHHW O MpOAAaBLE WM MarasuHe: ajapeca,
TeNePOHbI, UCTOPUIO B COLUAIBHBIX CETAX, HAJIMUYME CIYKObl JOCTaBKU U T. II
JleficTBytolMe JeraJibHO HWHTEPHET-MarasuHbl WJIM PO3HUYHBIE IPOJIABIIbI
pa3MelalT MOJHYI HH(OpMALMI0O W paboTaloT MO MPUHIMILY «OIJiaTa TOBapa
NIOCJIE T0CTAaBKM»;

— Henp3a coobmiath (MOChUIaTh MO ANEKTPOHHOM IMOYTE) MHPOPMAILUIO O
CBOMX IUIACTHKOBBIX KapTax. [IpecTymHMKH MOTryT BOCIOJIB30BaThCA UX
PEKBU3UTAMU U MTPOU3BECTH, HATIPUMED, PA3IUUHbIE TTOKYTIKH.

Kak He cTraTh kepTBaMHu Tej1e(pOHHOT0 MOIICHHUYECTBA !
MomeHHU KU MOTYT NPeACTABJIATHCH padoTHUKAMH
NPAaBOOXPAHUTEIbHBIX OPraHOB, COLUMAJBHBIX Y4YpeKACHUH, NpeAnpusATUI
KKX, corpyilHHUKOB O0AaHKOB, HAJOIOBBIX, MEHCHOHHBIX W [JPYrUx
0(pULHATBHBIX OPraHOB, BEIOMCTB.

— B ciydae TenedoHHOTO 3BOHKA OT MMEHU SKOOBI POJACTBEHHHKOB U
COOOIICHUH O TPYIHOW CUTYallMU CIENYET TO3BOHUTHCS O POAHBIX U OJM3KUX, O
KOTOPBIX HUJIET PeUb, BBIACHUTH MOJPOOHOCTH CIYYHBIIETOCS, & HE MEPEBOAUTH U
HE OTJaBaTh JCHHI'M HE3HAKOMBIM JIFOJISIM;

— Ilepe3BoHUTH (a Jyulle BCEro MOJONTH) B OTAEICHHE OaHKa, OT MMEHH
KOTOPOT'0 TIPHUIIUIO COOOIIEHUE O MpoldiieMax OOCITy)XKHMBAaHHS 110 PACUYCTHOMY
CUeTy/KapTe, ¥ PEIIUTh BCE BOZHUKIIINE BOTPOCHI.

Heo6xonumo mo3BOHUTE CBOMM OJIM3KUM, KOTOPBIE XOPOIIIO pa3OouparoTcs B
COBPEMEHHBIX TEXHOJIOTHSIX, PACCKA3aTh O MOCTYMUBIIEM COOOIIEHUU U CIIPOCHUTH
COBETA.

Crnenyer 3amOMHUTH: HH OJUH OaHK HE OYyJET MPOCUTH BIAJENblla KapTh
COBepIIaTh Kakue-Iu00 AEUCTBUS 10 TeJaedOHYy WU COOONIaTh PEKBU3UTHI KAPThI;

— He cooOmate HUKOMY (KaK MpW JIMYHOM KOHTAaKTEe, TaK M MO TeledoHy
WM WHTEPHET-TIEPENUCKE) JaHHbIe O cebe, CBOMX OJM3KHX, POJCTBCHHHKAX,
0aHKOBCKMX KapTaxXx, TO €CThb JIOOYyI0 KOH(PHUICHIHAIbHYIO  (JTUYHYIO)
uH(bOpMAIHIO;

— He ocymectBiaTh mpemoruiaty 3a TOBap WIH OOCHIAHHYIO BBITUIATY
(yciyry), IpOU3BOAUTH OIJIATY TOJIBKO MPH UX (PaKTUYECKOM MOJTYYSHHH.

- llountepecoBaTbCs MJaHHBIMU W HOMepoM TenedoHa pabOTHUKA
KOHKPETHOTO BEJIOMCTBA, a Jyd4llle MOJOWUTH JIMYHO JJIsl PEIICHHsS Bompoca (Io



YTOUHEHUIO  3a/JI0JOKEHHOCTH, HAJUYUsl  COIMAJBHBIX, HAJIOTOBBIX JIBIOT,
MOJIAraroIIUXCs BBITLJIAT U AP. ).

Buabl MOIIEHHUYECTB B CETAX COTOBOM, IPOBOAHOM CBA3M U B CETH
HNuTepHer

1. Cmnoco0bl MOIIEHHUYECTBA, COBeplIaeMble ¢ HCHOJb30BAHUEM
MOOM/IbHOW U NIPOBOAHOM CBA3HU:

CoToBblil 4 IPOBOAHOI Te1ed)OH HCIOIB3YETCH KAK CPEeACTBO Nepeaavyu
rojiocoBoii mHGoOpMaNuM, TOABUILI, THUIBI: «BaIll ChIH TOMNAJ B aBapuIo...»,
«Mama/mana y MeHs poOJIEMBI...», «3TO U3 OaHKa/COL3ALUTHI U TIp...».

CoroBblilt Tenegon ucmoandyercss st mepexaun CMC ¢ jg0xHOM
uHopManueii: «Mama, KHHb MHE Ha 3TOT HOMEp JIEHET, MOTOM BCe OOBSICHION,
«Bala KapTa 3a0J0KMpPOBaHA MOJPOOHOCTH MO TEJl..», «C BAIIEro0 CYeTa CIHCAHO
5000 py6uieit, mogpoOHOCTH 11O TeI...».

CotoBblii Teiedon u Bame o0bsiBiaeHue B cetu UnTepHeT (caiit Avito)
UCIIOJIB3YETCS MOIIICHHUKOM JUISl TIOJIYYeHHUsSI OT Bac JAHHBIX KapThl U MPUBSI3KH
KapThl K MOOMIILHOMY Tesie()OHY MOIIICHHUKA:

- « O BalieMy OObBsBICHUIO Ha Avito (0 mpoaaxe, O clade B apeHiy),
COOOIINTE MHE JaHHbIE C Balleil KapThl M KOA Ha OOpaTHOW CTOpPOHE s BaM
OTIPABIIIO JEHBIH...»;

- «sI X041y OTIIPaBUTH JEHBI'M BaM Ha KapTy 3a TOBap Ha Avito, mpeomiaTy
3a apeHjay, y Bac KapTa NpHBsi3aHa K MOOWJIBHOMY OaHKy, €ClId HET, UJIUTE K
OaHKOMATY s BaC MPOUHCTPYKTHPYIO KaK MOJAKIIOYHUTh MOOUIBHBINA OaHK.

[Ipy momydyeHuM coOOOIIECHUSI HE HYKHO TIEpe3BaHMBATH HAa YKa3aHHBIC
HOMEDA.

MolleHHUKH MOTYT MOTPeOOBaTh MEpenarh ACHbIM Kypbepy, MEepPeUucInuThb
UX Ha KapTy, HOMEpP MOOWJIBHOTO Teie(oHa, MOMBITAIOTCS TMOJYyYUTh OT Bac
cBelleHHs O Bammedt GaHKOBCKOW KapTe, MPEIJIOKHTh MPOUTH K OaHKOMATy H
COBEPIIUTh KaKHe-TMOO omepanuu y OaHKOMAaTa, IMOMPOCAT COOOIIUTH KOJIbI
KOTOphIe MpUXoasT K BaM Ha TenedoH.

B cmywae momydeHMss BXOZSIIETO 3BOHKA HEOOXOJUMO MPEKPATUTh
pasroBop, JaxKe €CIM COOECETHUK BCENSIET YBEPEHHOCTh B CBOEH MPABIUBOCTH.
MormieHHUKH 00J1aJaI0T MICUXOJIOTHYECKIMU MMPUEMaMU BBEJCHUS B 3a0ITyKIeHUE,
1160 obagaroT HHpOpPMAaIUEH O TIOTEPIICBIIEM U €0 OJIM3KHX.

AHanoru4Hble CIy4al MOIIEHHUYECTBAa BCTpedaroTcs U B ceTu MHTepHer,
HO COOOILEHHE O MOMOIIU IEPEAAETCsS MOCPEACTBOM COOOLIEHUS B COLMAIBHOU
CETH C JIOKHOW CTPaHUILIbl POJICTBEHHUKA.

[Ipy comMHEHMM B TPABAWBOCTH TMOJYYECHHOW WHPOPMAIMHA CIETYET
MEePE3BOHUTH OJIM3KUM OT UMEHU KOTO MPHUIILIO COOOIICHUE, TO3BOHUThH B OaHK MO
YKa3aHHOMY Ha KapTe, Ju00 B J0roBope TenedoHy, MOCETUTh Onmxaiiiee
otnesieHre OaHka. baHk HUKOTIa HE 3ampaniuBaeT Mo TeaedoHy CBEICHHS O KapTe
KJIIMEHTA: €€ HOMEP, Ko Ha oOpaTHO# cTtopoHe, @.N.O. Bnagensla KapThl U CPOK



e€ nelcTBud, a TeM Oosee nuH-KoA. Ecian cobecenHUK MBITAaeTCs MOTYYUTh OT Bac
Takyro UHPOpMAIUIO, TUOO MPOCUT COOOILIUTH KOJbI, KOTOPhIE MpUILIM Ha Barn
TenedoH oT OaHKa, MPEKPATUTE C HUM PA3roBOP.

['paxxnanam, MMEIOIMKUM TMOXKWIBIX POJICTBEHHUKOB, COCEIEH, 3HAKOMBIX,
HECOBEPIICHHOJIETHUX JEeTeld HEOO0XOIUMO pa3bsICHUTh WM, KaKHE€ CIIOCOOBI
MOIIIEHHUYECTBAa CYIIECTBYIOT, KaK BECTH ce0s NpH TMOJYyYeHUU 3BOHKOB U
COOOIICHUI MOUIEHHUYECKOr0 XapakTepa, a HMMEHHO HE BECTH JHajJord ¢
MOIIIEHHUKaMU, MIPEKPATUTh PA3TOBOP U MO3BOHUTH POJICTBEHHUKAM.

Ecnu moxwuiol 4enoBek NOJydaeT IMEHCHIO Ha OAaHKOBCKYIO KapTy, TO
PEIJIOKUTE CBOKO TOMOIIb B CHITUU C KapThl JEHEXKHBIX CPEACTB, JHOO
IPEJIOKUTE POJICTBEHHUKY TMepeiaTh KapTy Bawm.

Bo mHOrux cinydasix B XoJie OOIIEHHUS C IPECTapeNbIMU JTIOJIbMU COOOITHUKHU
MOIIICHHUKOB HAXOJATCS B pailoHEe MPOXKXWUBAHUS MOXKHUIOTO YEJIOBEKa, JTU00 y €ro
noma, mnoabe3na. Ilpu mogydeHMM MOIIEHHUYECKOTO 3BOHKAa HEOO0XOIUMO
HEMEJUICHHO COOOIIMTh O JaHHOM (akTe B Omkaiilliee TeppUTOpPUATIBEHOE
noJipa3ieJIeHue OPraHOB MOJTHIIIH.

Ecnu pu MommenHuuecTse, B Xo/1€ TeIe(OHHOTO pa3roBopa MpecTyITHUKOM
Obuta monyueHa wuHpopMmaiMs o OaHKOBCKOM KapTe, TO HEO0OXOIuMO
HE3aMEeIJTUTENIHHO MTO3BOHUTD 110 Tele(POHY YKa3aHHOMY Ha KapTe JIMOO MOJI0ONTH B
oTnereHre 0aHka U 0OpaTUTHCS 3a TOMOIIBIO B IENIAX OJIOKHMPOBKHU KaPTHI.

Ecnmu ¢dakT cHATHS JeHer B KapThl COBEPIIEH, TO B JCHb COBEPIICHHUS
MOIIIEHHUYECTBA HEOOXOAMMO TNHCHMEHHO OOpaTUThCS B OTHEICHHE OaHK C
3asiBJICHHEM O BO3BpaTe JICHEKHBIX CPEJCTB Ha KapTy, MOCKOJIbKY OaHK 00s3aH
OPUHITH MEPHI K BO3BpPATy JIEHEKHBIX CPEJICTB, €CJIM omnepaius Obuia OCropeHa
BJIA/ICNIbLIEM KapThl B JICHb OIEpaIiu.

JI7ist mpenoTBpalleHnsi MOIIIEHHUYECTB TaKKe HE CIIeNYyEeT PacIpoCTPaHsTh B
cety VHTepHET CBeJeHUS 0 MOOWIBHBIX HOMEpAax C HUX MPUBSI3KOM K aHKETHBIM
naHHeiM. He yka3piBaTh MOOWJIBHBIE HOMEpA Ha COLMAIBHBIX CTPAaHUIIAX, B
M0JIaBa€MbIX B CETH OOBSBICHUAX HE YKa3bIBaTh PSJAOM C HOMEPOM COTOBOTO
tenepona Ums u Gamumnuro, aapec )KUTENbCTBA U APYTYIO JIHUHYIO0 HHGOPMAIIHIO.
He ucnonb3oBath B cetn MHTepHET HOMEpa CBOMX MOOWIBHBIX Tele(OHOB, K
KOTOPBIM TPUBS3aHbl OAHKOBCKHE KapThl MU HOMEpa MOOWJIBHBIX TeJIe(hOHOB,
KOTOPBIC UCTIOJIB3YIOTCS JIJIs pab0Thl B «MOOHMILHOM OaHKE.

[locnennee Bpemsi TONYYHJIA MIMPOKOE  PACTIPOCTPAHEHHE  (PAKTHI
MOIIEHHUYECTBA, COBEPIICHHBIE B OTHOIIEHUU IMOJb30Barenei cetu MHTepHeET,
MPOJIAONIMX TOBAphl Ha caiiTax OecruiaTHbIX oOBbsBIeHM. [IpomaBiy moctymaet
3BOHOK SIKOOBI OT «ITOKYMaTENsI».

[Ipu >TOM MOIIEHHHK TOJ BHUJAOM <IOKYMNaTeNsi» COOOIIAET, YTO KEJIaeT
MpuOOpeCTH TOBap, HO MPOXKMBAET B JAPYrOM TOpPOJAE€ M TpEajaraet OIIaTHTh
TOBap MyTeM MEPEUUCIICHUS ICHEXKHBIX CPEJCTB HA KapTy npojasia. J{Jis 3Toro oxn
MIPOCUT MpO/JIaBiia Ha3BaTh HOMEP KapThl, BJAJIETbla KapThl, CPOK JEHCTBUS KaPTHI,
KOJl Ha 00OpaTHOI CTOPOHE, a TaK K€ COTOBBIM HOMED, MPUBS3aHHBIN K KapTe, T100
[0 YMOJYaHUIO UCIOJIb3YET HOMED, YKa3aHHBIN B OOBSBICHUU.



[Tocne monyuyeHus >THX CBEJACHUN MOIIEHHUK HUCMOJB3YeT JaHHBIE O KapTe
JUTSL OTUIAThI TTOKYTIOK B ceTH MHTEpHeT.

B npyrom cinyuae Ha TenedoH mpojaBila MOCTYyHalOT KOAbI OT OaHKa M
MOIIEHHUK MPOCHUT COOOIIAaTh UX SIKOOBI IJiA MEepeBojia JIEHEr, OJHAKO B 3TOT
MOMEHT MOIIIEHHUK MOAKIIOYaeT K TelaedOoHy MOTepIeBIIero, JU0O0 K CBOEMY
Tenedony ycnyry « MoOWIBHBIN OaHK» U TOXUIIAET ACHBI'H C KAPTHI.

Emnie onaum criocoOboM sIBIISIETCSI, KOTJIa MOIIEHHUK, BBICTYHAIONIUN B POJIU
«MOKyTaTeNs» MpejjiaraeT MpoaaBIly MPOUTH K OaHKOMATY U, SIKOOBI MTPOU3BEIs
HEKOTOPBIE ONEpaINH, OJYYUTh ACHBIU.

Bo Bcex paccMOTpEeHHBIX BBIIIE CIydasiX MOIIEHHUKH MOXUINAIOT JICHEKHbBIC
CpeACTBa TpakjaH, KOTOPbIE OXOTHO BBIMOJIHSIOT TPOCHOBI U OCYIIECTBISIOT
HEO0OXOUMBIE JIEHCTBUS.

CoToBblil TejIe()OH MCIOJIb3YyeTCsl MOIIEHHUKaAMHU Aas nepegauyun CMC
coo0ueHusi, coo0meHuid 4epe3 Mmeccenaxepbl Viber, WhatsApp c¢
BPeIOHOCHOM MHOpMaLUEeH.

Tumnbl cooOmieHmit: «37ech HamM ¢ To6oi (oto http:\\...», «Bamr akakyHr,
ctpanuiia «BKoHTakTe» B3/momaHbl, mpoiaute peructpamuio http:\\...», «BbI
BBIMTPAJIH aBTOMOOMIIb, TIopoOHOCTH http:\\...”

HoBpiii Tum cooOmieHuilt ¢ BPEJOHOCHOM CCBUIKOH: «s TIO BalleMy
0OBSIBIICHHUIO, COTJIACHBI JIU BBl HA OOMEH Ha 3TO...)».

[Tpu mosy4eHUM TakuX COOOIIEHUN TpakJaHaM HE CIEAYeT MPOXOAUTH IO
YKa3aHHOM CCBIJIKE M aKTUBHPOBATH IOJYUYEHHBIE CCBUIKH, TPOBEPUTH HAJIUYHUS B
cetu HHTEepHET B IIOMCKOBBIX CHCTEMAax CBEAEHUM O MJaHHBIX CCBUIKAX U
BO3MOXXHBIX MoOIlIeHHHYecTBaX. [Ipu oOHapy>KeHHWU TaKUX CBEJEHUN COOOIIUTH
NO0JIb30BaTeNsIM ceTu WHTEepHET, UTO JaHHAas CChUIKA MOIIEHHUYECKas. Y JajauTh
yKa3aHHOE COOOIIeHne, eclu YOEKIEHBI, UTO OHO HE HAHECJIO BPE]l TEXHHYECKOMY
YCTPOWCTRBY.

BpenoHnocHele  mporpamMMbl  CO3JAIOTCSI M YCOBEPIIEHCTBYIOTCS
MOIIICHHUKaMU PETYJSipHO, U TpH paboTe ¢ Tene(oHOM MOXKHO CTOJKHYTHCS C
BUJIOM BPEAOHOCHBIX TMpOTpaMM, KOTOpble HE TpeOyloT HAeUCTBUH U
CaMOCTOSITEJIbHO MOTYT OBITh 3arpyXeHbl Ha MOOWJIBHOE YCTPOWCTBO TpakKaaH
4yepe3 ysI3BUMOCTh ONEPAllMOHHON CHUCTEMBI.

B ciyuae 3apakeHusi MOOMIIBHOTO YCTPOWCTBA PEKOMEHYETCSl OTPEICITHUTh
YIpO3bl U MOCIEACTBUA MOTYYCHUS JOCTYIa Xakepa K MOOMIBHOMY YCTPOMCTBY.

[Ipu3znakamMu  3apakeHHssT MOOWJIBHOTO  yCTPOMCTBA  MOTYT  OBIThH
OJIOKUpOBaHWE OIEPAIMOHHONW CHUCTeMBI, OsiokupoBanue Bxomsmmx CMC
COOOIIEHUI,  OTIpaBKa  HMCKYCCTBEHHO  CIE€HEPUPOBAHHBIX  MOOMIbHBIM
YCTPONUCTBOM COOOIIICHUM.

3apaxeHHBIM MOOMIIBHBIN TeNe(OH CIeayeT HeMEJIEHHO BRIKITIOYUT. CuM-
KapTy MEPEBBITYCTUTHh Y OIepaTopa, a TeaedOoH COXPAHUTh ISl MOCIETYIOUIEro
M3YUYCHUSI MOJTUIMEH, eClau ObUIO COBEPIIEHO MOILIEHHUYECTBO, MO0 mepeaaTh B
CEPBUCHBIN LIEHTP, €CIU JEHbI'U MOXUILEHBI HE ObUIH.

Ecan x naHHOMy MOOWJIBHOMY YCTpPOMCTBY HpHBs3aHa OaHKOBCKasl KapTa,
0aHKOBCKHE YCIyru Takue Kak «MoOunbHbll 0aHk», «Oninaitn bank», « MuTepHer-



0aHK», TO HEOOXOAMMO CPOYHO CBSI3aThCsi ¢ OaHKOM, 3a0JIOKUPOBATH KapTy H
MIPUOCTAHOBUTH OOCIyXKMBaHUE MO cyeTaM. Eciiv ¢ momouipio TenepoHa 3T0 He
yAaeTcsl clenath, TO HEOOXOIUMO OOpaTUThCs B Oimkaiiiiee otieneHue OaHKa.
Ecim moOunbHOE yCTpOWCTBO HCMOJIB3YEeTCS JUIsl JIOCTyla K CTpaHUIlaM B
COLIMATIBHBIX CETAX, TO HEOOXOAMMO C JAPYroro ycTpoucTBa MO0 KOMIIbIOTEpPA
BBIUTHU B COLIMAJIBHYIO CETh U CMEHUTh IPUBSI3aHHBIA HOMED TesedoHa.

3apaxxeHHO€ MOOWMJIBHOE YCTPOMCTBO TakKe SBISIETCS HMCTOYHHUKOM
pacrpocTpaHeHus: BPeAOHOCHONW HHGOpPMAIMKM MO KOHTAKTaM, COJIEpXKAIIUMCS B
tenepone. g  OpenoTBpallleHUs ~ PACCBUIKA  HEOOXOJUMO  YBEIOMMTD
MaKCHUMaJIbHO€ KOJMYECTBO 3HAKOMbIX O Bameii mnpobieMe u O BO3MOXKHO
NPUXOJAIINUX OT Barero uMeHu BpeJOHOCHBIX COOOIICHUSX.

B cinywae ecnu ¢ Bamero tenedona wim OGaHKOBCKOM KapThl MOXUTUIIU
JICHEXKHBIE CPEJICTBA HEOOXOJIMMO B JICHh COBEPIICHUSI XUIICHUS OOpaTUTHCS B
0aHK ¢ TpeOOBaHHWEM BEPHYTh JICHEXKHBIC CPEJICTBA, 3a0JOKHPOBATH Balll CYET,
3alpeTUTh TIEPEBOJ JICHEXKHBIX CPEJACTB C Balllero cueTa Ha Jpyrue cyeTa,
IPUOCTAHOBUTH OOCITY>KUBAaHWE CUETOB Ha KOTOPhIC OBLIM TEPEUYUCIICHBI Balllu
JieHeXKHbIe cpencTBa. [locie momyyeHus oTBeTa OT OaHKA, C BBIITUCKOM IO CUETY
00paTUTHCS B MOTUITUIO.

OnHUM U3 pacrpOCTPAHEHHBIX MOOMIIBHBIX MOIICHHUYECTB TAKXKE SIBISCTCS
UCIIOJIb30BaHUe AyOIHrKaTa CUM-KapThl ISl JOCTyIa K CUCTEMaM JTUCTAaHIIMOHHOTO
ylpaBiieHus 0aHKOBCKUM cueToM. [Ipru3Hakom ucrnonb30BaHus aybnvkaTa Bameit
CUM-KapThl SBJISETCS OJIOKUPOBAHUE JIOCTYyNa MOOMIBHOUM cBsizu. B 3TOM citydae
HEOOXOJIMMO CPOYHO OOpaTUTHCS K MOOUIBHOMY OINEpPaTOpPy M IMEPEBBITYCTHUTH
cuMm-kapTy. B ciydae mnoaTBepkaeHuss MOOWIBHBIM — omepatopoM (akra
HECAaHKIIMOHUPOBAHHOW 3aMEHbI CUM-KAapThl HEOOXOIMMO HAMHUCaTh MPETEH3UIO B
COTOBYIO KOMITAHUIO M OOPATUTHCS B OT/IEIICHUE MTOJHIIHH.

MoxHO u30€eKaTh YYACTH IKEPTBbI [aHHBIX MOIIEHHMYECTB, €CJIH
CJIeI0BaTh CJeAYONUM PeKOMEeHIAUNAM:

- Jlns paGoTel ¢ OAHKOBCKUMM KapTamH, cucTeMamMu «MOOWIBHBIN OaHK»,
«bank-onmaitn», «MHTEpHET-0aHK» M Jp. UCHOJIB30BaTh OTACIBHOE MOOUIBHOE
YCTPOMCTBO, HE IMPEIHA3HAYEHHOE JUISI Pa3srOBOPOB M PAa3BICUCHUS B CETH
WNutepner;

- He yka3piBaTh HOMEpa MOOMIBHBIX YCTPOUCTB, UCTIOIB3YEMBIX TSI pA0OTHI
c 0OaHKOBCKMMH KapTaM{ W JMCTAHIIMOHHOTO YIIpaBiIeHUS OaHKOBCKHUM CUETOM,
KaK KOHTaKTHBIX B ceTH VHTEepHET, B OOBABICHHUSIX U HA CTPAHHUIIAX COIHATBHBIX
CeTe;

- Ilpuobpectn U yCTaHOBUTHh Ha MOOMJIBHOE YCTPOWCTBO JHUIEH3MOHHOE
AaHTUBUPYCHOE TIPOrpaMMHOE oOecTiedeHrne 3 oPuIlMaIbHbIX HCTOYHUKOB;

- Ykazatp B J0roBope ¢ OaHkOM, JuOO B WHOW (popme coriiacoBath ¢
0aHKOM, YTO ympaBjieHHUE OAHKOBCKUM CUETOM U MPOBEACHUE OMEpaIuil M0 KapTe
MOXET OCYIECTBISITECA TOJIBKO C OJHOTO MOOUIIBLHOTO ycTpoiicTBa ¢ oguuM IMEI,
OTPAaHUYUTH KPYT OINEpaluii, yCTAHOBUTh JTUMUT, KOTOPbIA MOKHO MEPEBOJUTH C
MOMOIIIbI0O MOOUIIBHOTO YCTPOICTBA;



- 3aHpCTI/ITB MepeBOJ BCECTO ooneMa ACHCKHBIX CPCACTB C KapThl, CUCTA.

MouieHHHYECTBA, cOBeplIaeMble B ceTH VIHTEepHET M ¢ MOMOUIbIO CETH
HNuTepHer:

MomeHHMYeCTBA NpU  IpoAake ToOBapoB B ceru MHHTepHeT 1O
npegomiate (pacnpocTpaHeHHbIE BUABL: mpoaaxa Iphone, nudpoBoii, 6bITOBOM
TEXHUKH, OJICK/IbI, 00YBU, aBTOMOOUJIEH, aBTO3am4acTeil);

Ilonyyenue oOT WHTEPHET Mara3uHa, TMpPoJAaBIa ToOBapa, He
COOTBETCTBYIOILIET0 3asiBJICHHOMY.

Pa3Butre naHHBIX BUJOB MOIICHHUYECTBA OOYCJIOBJIECHO YETIOBEYECKUMU
dbakTopamMu, TaKMMH, KaK JKEJIaHHWE€ COKOHOMUTh, OTCYTCTBHE  OJIM3KO
PacCIIOIOKEHHBIX Mara3uHoOB C TAKUM TOBAapOM, MOJIHOE OTCYTCTBUE MPEIJIOKEHUN
Ha pblHKE. OCHOBHBIMU MPUOOPETAEMBIMH TOBApaMHU SBISIOTCS TPEAMETHI
pockoru: jaoporas nudpoBas TEXHHUKA, aBTOMOOWIM, ITyObl, OPEHIOBBIC BEIIIH.
NcknroueHbl MOMHOCTHIO (haKThl IPUOOPETEHUST TOBAPOB MEPBOM HEOOXOAMMOCTH.
Kenanue COKOHOMUTH MPUBOJUT 3aYACTYIO K MOTEPE BCEX JICHEKHBIX CPEJCTB, B
CBSI3M C YeM, TepBasi U OCHOBHAs PEKOMEHJAIMS - MPUOOpETaTh BEIIU 3a HX
peasbHyI0 CTOMMOCTh M HE UCKaTh npenioxkeHuit ¢ 30-50% BbITOI0H, Tak KakK 3TO
IPOTUBOPEUUT B II€JIOM MPUHIIMIIAM PBIHKA, JIUOO MPHUCIAHHBIA TOBApP OKAXKETCS
MOJIJIEIKOM, HEUCTIPABHBIM, JIMOO HE YOBIETBOPSIOIIUM 3aIIPOCaM MOKYIATENs.

He crout mpuoOpetars ToBapsl B UHTEpHET-Mara3uHax MO3UIIMOHUPYIOUTUX
ce0sl KaKk pOCCUICKHE, HO UMEIOIIUE CAalThl B JOMEHHBIX 30HaX com .org .biz .net
.info .tv..mobi.

Oco0oe BHUMaHHe cJjeAyeT YAeJWTb OT3biBaM B cetu UHTepHeT K
JAHHOMY HHTEPHET-MAra3uHy, NPoOAaBLYy.

[TpoBeputh KOrma ObUT co37MaH Maraswd, caiT. Co3maH au OH roa u Oojee
Hazaa. Ecnu caiT cyliecTByeT MEHbIIIE MECsIa, TO CTOUT OTKA3aThCs OT MOKYIKH.
Mo>kHO TIpoBepuTh HaIMuKe o(rica y TaHHOTO Mara3uHa, yJOCTOBEPUTHCA B CETH
WNuTepHeT, 4To TaKO# JOM CYIIECTBYET, MIOCMOTPETh €r0 Ha KapTe, (POTO-CHUMKAX,
nanopamax fAunexc, I'yrin. Yoeautbcesi, 9To Ha IoMe €CTh BhIBECKa Mara3uHa, J1ubo
uMeroTcs opuCHbIE MoMenieHus. Ha cHMMKax TakKe MOXKHO y3HAaTh Ha3BaHUS,
TeneOoHbl ONM3KO PACHOJIOKEHHBIX OpPraHU3AIMKi, TMO3BOHUTH UM U BBIACHHUTH
JI0OCTOBEPHOCTHh MH(POPMAIIUH.

B unTepHET-cipaBOYHMKAX HANTH TelaedOHBI aIMUHHUCTpPATOpa O(PUCHOTO
IIEHTPa, YOSTUTHCS, YTO TAKOW Mara3uH Wid WHIUBHIYATbHBIA TPEIPUHUMATE
CYILIECTBYIOT U OCYIIECTBIISIOT CBOIO JI€ATEIbHOCTh B JAHHOM 3/IaHUH.

[Tonydyennyro wuHGOpPMAIMIO CIEAyEeT HCHOJIb30BaTh MPH OOIIEHUU TI0
TeneoHy C COTpYOHHKaMH MaraswHa. Eciom wMarasuH wWid  TpojaBerl
OTKa3bIBAIOTCSI 3BOHUTH MO TEIEPOHY M MPEIaraloT JIPyrue CrocoObl OOIIeHMS,
takue kak Viber, Skype, WhatsApp u apyrue, nu6o mara3us teneoHa He UMEET,
CJeyeT OTKa3aThCsl OT MOKYIIKU.

B xone obmienus no tenedoHy MOKHO COOOIIUTh, YTO HAXOJIUTECH B TOPOJIE
MpOJaBIa, Mara3uHa U MPEJJIOKHUTE 3a0paTh TOBApP CAMOBBIBO3OM U OIUIATUTH
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HaJIMYHBIMU B o(uice. B ciydae KaTerOpUYHOTO OTKa3a CIAEAYET OTKa3aThCs OT
MTOKYTIKH.

[Ipu mpuoOpeTeHUH AOPOTOCTOSAIINX BEIICH, TaKMX KakK aBTOMOOWIIb,
JOPO’KHASI TEXHUKA, CTPOUTEIbHBIE MaTEepPUANbl, PEKOMEHAYEM MMOTPATUTh JACHBIU
Ha JIOpOTY 0 TOpoja, TA€ HAXOAUTCS TMPOJABEI] W YAOCTOBEPHUTHCS B
JECHCTBUTEIIFHOM HAJIMYUU TIPOJIaBIla U TOBapa.

Ecnm e Takoil BO3MOYKHOCTH HET, TO CJIEAYET OIIATUTh YCIYTH IOPHUCTA,
COTpyIHHKA aBTO(UPMBI, 3aHUMAIOIICHCS B TOpPOJAC NPOJABIA IMPOJAKEH W
CKYIIKOH aBTO W 3a OIpPEACICHHYIO IUIATy MPEIIOKHTh €My BCTPETUTHCS C
IIPOJIABIIOM U OCMOTPETh aBTO (Tapaxk U Jp.), a TAKKE JTOKYMEHTHI.

JIroOwle mpucianHble 0 MHTEepHETY (ororpadmm, ckaHbl JOKYMEHTOB U
aBTOMOOWIIS (Tapaka U Jip.) MOIIEHHUKHU C JIETKOCTHIO TIO/1/ICIBIBAIOT.

BonpmmHCTBO  VIHTEpHET Mara3mHOB padoTald 1O  CTOMPOIEHTHOM
npexoIuiate, NpH COOJIOJICHUN YKa3aHHBIX PEKOMEHIAIMH MOYKHO COBEPIIHTH
yJIaYHYI0 TIOKYTIKY.

PekoMeH1yeTCsl He OCYIIECTBIISATh «CJICTBIC» MOKYIKHA B COIIMATIBHBIX CETSIX.
AJMUHUCTpAIMS COIMAIBHBIX CETCH UCKITIOUMIA Pa3eiibl OOBSIBICHHH C CAUTOB U
HE HECET OTBETCTBCHHOCTH 3a COBEPIIAEMBIC C MCIOJb30BAHMEM CCTH JICHCTBHSI
MIOJIb30BATEIICH.

B cnydae HeoOxomumocTH MPUOOPECTH TOBAp YEpe3 COLMAIBHYIO CETh
HEOOXOMMO TIIATEILHO MPOBEPUTH MPOJIaBIla, 00A3aTENLHO CBA3ATHCS C HUM I10
TenedoHy, pacclpoCUuTh MOAPOOHOCTH O ToBape, mnorpeboBath (ororpaduu
TOBapa B JETaliAX, MPEMJIOKHUTh OTIPABUTH TOBAP KYPHEPCKOH CIIy>KO00M W
HAJIOXKEHHBIM  TUIATEXOM, OOrOBOPUTh  BO3MOXKHOCTH  BO3BpaTa TOBapa,
BO3MOKHOCTh CaMOBBIBO3A.

[IpoBepuTh OT3BIBBI U OCTaBJICHHBIE KOMMEHTAPUU B T'PYIINE U HA CTPAHUIIE
npojasia. Eciyu HECKOIBKO MOIB30BaTEICH CETH pa3MEeIaloT CIUIONTb XBaJleOHBIE
OT3BIBBI M PEKOMEH/IAINH, TO CTOUT MIPOCMOTPETH CTPAHUIIBI ATUX MOJIH30BaTENCH,
HE SIBJISIIOTCS JIW OHM «(PEHKOBBIMH», €CTh JIM Y HHX Ha CTpaHUIAX JIMYHBIC
doTorpadum, 60IBIITIOE KOJTHIESCTBO APY3CH.

HNannyo uHQOpMAIMIO MOXHO TPOCMOTPETh M Ha CTPAaHMIIE MPOJABIIA.
Crpanuna mpojaBlia [OJDKHA OBITh AKTUBHOW, HA HEW PETYISIPHO JOJKHBI
pa3Memarbcs JuYHble (oTorpaduu, OOHOBIATHCS aTbOOMBI, JIOJDKHBI OBITh
CBEJICHUSI 0 MecTe yueObl W paboThl, a B JPY3bSIX TOJDKHBI OBITh (OKUBBIE» H
aKTUBHBIC TIOJb30BaTEeNd. MOKHO YTOYHUTH, TJI€¢ HAXOAMUTCS MPOJABEI], B KAKOM
ropojie, MpemaIoKUTh 3a0paTh TOBAp SKOOBI BAIlMM 3HAKOMBIM, HAXOMSIIUMCS B
JAHHOM TOpPOJIe¢ W OILICHWUTH PEaKIuio mpojaBia. Ecim B ceTw BBl 00IIaeTECH C
Mara3uHoM, TO TMTOTpeOyiTe CcOoOOmMTh calWT wmarasuHa B ceTu HHTepHer,
opuandeckuii u dakruueckuii aapec. [Ipu m000M COMHEHWH OTKaKUTECh OT
MPUOOPETEHHS TOBapa CO CTOMPOIICHTHO!N MPEAOIIATON Yepe3 COMHATIBHYIO CETh.

[Iupokoe pacmpocTpaHeHue B ceTd VHTepHET Takke MPHOOPETAIOT
MOIICHHHYECTBA C TIPUBJICICHUEM CPEACTB MOJIB30BATEIICH JIJIST UX IPHYMHOXKCHUS
B ()MHAHCOBBIX MUpaMHUIAX, KOOMEPATUBAX, MUKPO(GHWHAHCOBBIX OpPTraHHU3AIUX,
Oupkax,  OyKMEKEpCKMX  KOHTOpaX,  pBIHKAX  OJJCKTPOHHBIX  BAJIOT.



[IpaBOOXpaHUTENbHBIE OpPraHbl HACTOATEIBHO PEKOMEHAYIOT HE BCTYNaTh B Kakue-
JM00 OTHOUIEHUS C TAKUMHU OpPraHU3alUSIMU U JIMLAMH, MPEAJIaraloliuMu TaKkue
YCIIyI'H, TaK KaKk MHOTME€ KOMIIaHMM W MHTEPHET CalThl JAHHBIX KOMIIaHUU
HaxXoAsTCA 3a PyOeKoM, OpraHu3aly padboTaroT 10 3aKOHAM JPYTHUX FOCYAApCTB,
7100 M3HAYaIbHO MOIIEHHUYECKHE, U BEPHYTh 3aTpayeHHbIC HA JAHHbIE TPOEKTHI
JEHBI'M MPAKTUYECKH HEBO3MO0KHO.

IMopaeabHbIe U (PUIIHHTOBbIEC CAUTHI.

JlaHHBIN BUJ MOIIEHHUYECTBA MPEANOJIAraeT, YTo KEePTBa MOCUUTAET CAUT
3HAKOMBIM U NPUOOpPETET Ha HEM TOBap, YCIYry, JUOO YKaKeT JaHHbIE CBOEH
OaHKOBCKOM KapThl.

B sTOM cnyyae eIMHCTBEHHOW PEKOMEHIIAlMEeH MOXKET OBbITh MPOSIBICHHE
BHUMaTeapHOCTH. Heo0xoqumMo oOpaTuTh BHUMAHUE HA aJpecHYI0 CTPOKY cailta,
Ha3BaHME cailTa, ecTb JU Kakue-1u0o J00aBOYHBIE CHMBOJBI WJIM Ha3BaHUS B
aJIpeCHON CTPOKE, PACIOJIOKEH JIM CaWT B JOMEHHOW 30HE «ru». CKOMUPOBATH
Ha3BaHHE calTa M3 aJPECHON CTPOKM M TMPOBEPUTH B MOMCKOBOM cucteme. He
CTOUT JOBEpPSTh cailiTaM, HMEIOIIMM B Ha3BaHUM 3HAKOMBIE CJIOBa, HO
PacmoJioKeHHbIE B TJOMEHHBIX 30HaX .com .org .biz .net .info .tv .mobi u n1pyrux He
CBSI3aHHBIX C POCCUMCKUM MHTEPHET MPOCTPAHCTBOM.

HeonHokpaTHo poBepbTe CaliThl B pa3jiesiax KOTOPBIX, IUTAHUPYETE yKa3aTh
JaHHBIE O CBOEW OAaHKOBCKOW KapTe, MO JaTe CO3/aHUs caiiTta, 1o TenepoHam
yKa3aHHBIM Ha caiiTe, Mo OT3hIBaM B ceTu MHTepHeT, cienyeT yTOYHUTh HET JU
caiiTa B pa3nuyHbix Onek mauctax cetu HMutepuer. IlomHHTE, MOIICHHHUKY
JI0OCTaTOYHO HOMEpa KapThl W Koja Ha oOpaTtHoi ctopone kaptel (CVV kop,
COCTOSIITUIN U3 YeThIpeX Iu@p) Uil MOKYIMOK U OIJIaThl YCIAYr B ceTu VHTepHeT.
Jlpyrue naHHbIe, TO, KaK CPOK JCHCTBHUS KapThl, OH MOXET MOoa00paTh, a UMS U
dbamunuio Biajenblia y3HaTh OT Bac JHOO u3 ceth MHTEpHET ¢ BalMX JTUYHBIX
CTpaHHIL.

Ecnmu rpaxmane cramd XKEepTBOM TAKOTO CalTa WM 3aMETHIIA 3TO MOCIE
IIPOBEICHUS OIEpallNK, MOKYIKH, 3a0JIOKUpYyHTE KapTy M oOpaTtutrech B OaHK B
JI€Hb MPOBEJCHHUS ONEpalUK I €€ OTMEHBI U BO3BpATE ACHEKHBIX CPEICTB.

[Ipy mokyrke aBwWa, XKEJIE3HOMOPOKHBIX OWJIETOB HE HAJ0 MCKATh OYCHD
JeuieBble OWJIETBI Ha COMHHUTENBHBIX cailTax, TeM OoJee paclojoKEeHHBbIX B
JIOMEHHBIX 30HaX .com .org .biz .net .info .tv .mobi .

JlocTynHbIe 1O IIeHE OWMJIETHI JKENaTeNbHO MPHOOpEeTaTh Ha O(QUIIUATBHBIX
calTax KOMIIAHUK-TIEPEBO3YUKOB.

I'paxnane! byabre OautenbHbl! He mnoagaBaiiTech Ha  YJI0OBKH
MOILICHHHKOB!

IlomHuTEe, 4YTO Jyumle TNpeayNpeIuTh MNPaBOHAPYIEHHE, YeM B
pe3yNbTaTe HE3HAHUS WUIM JIOBEPHUS OKAa3aThCA MOCTPAJABIINM OT MPECTYIIICHUS,
MOTEePSATHh JIEHEXKHBIC CPEACTBA. PacKphITh MPECTYIUICHUS JaHHOW KaTETOPHH
BECbMa CJIOXKHO, B CBSI3M C TEM, YTO MOIICHHUKH 3a4acTyi0 paboTaroT yJajJe€HHO
(mpu momMommm WHGOPMAIMOHHO-KOMMYHUKAIIMOHHBIX CPEJICTB), BIIOCIIEICTBHU
OTKJIIOYAIOT TeJIe(POHBI, YOUpAIoT ajipeca u T.1.



